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    Redport Information Assurance

    
        
          MISSION

          
              Redport provides exceptional information assurance solutions to
              both public and private sector organizations. We specialize in 
              information assurance solutions that provide our customers a secure
              reputation in data availability, integrity, authentication, 
              confidentiality, and non-repudiation.
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          VISION

          
              To be recognized as the industry leader in information assurance
              solutions that exceed our customer expectations.
          

    

    

     

    Analyze | Mitigate | Maintain




        

        
     About Us

    
      
        
            Today’s Information assurance standards far surpass traditional
            information security practices. Redport’s information assurance
            professionals provide proactive information system defense by
            ensuring all elements of modern-day practices are enabled, providing
            confidentiality, integrity, authentication, availability and
            non-repudiation. Federal regulations have significantly increased
            the need for such standards and controls as well as today’s highly
            competitive marketplace; where emerging products and technologies
            require sound protection.
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                            More: About Us

                            

                            
                              Redport’s information assurance services are specialized to provide
                                  protection for federal and state government, Department of Defense,
                                  healthcare, and financial services data systems & infrastructures.
                                  It is those that have amassed confidential and personal information
                                  about their employees, customers, product lines, research & development
                                  initiatives, and finances that are at the greatest risk and remain the
                                  most viable targets of exploitation.

                              Redport’s specialized services do not include a wide variety of
                                  information technology consulting services. We believe that our
                                  primary mission as well as our vision to exceed customer expectations
                                  in information assurance deserves our full attention. For that reason
                                  alone, we focus on nothing more than spearheading information
                                  assurance issues, and our spear is one of the sharpest in the industry.
                                  With more than a decade of certified, hands-on, information assurance
                                  experience in protecting federal information systems, we offer a
                                  considerable complement to any organization. We only provide
                                  time-tested, in-depth, information assurance solutions scaled to exceed
                                  modern threats as well as your organization’s expectations. We invite
                                  you to share your information assurance challenges with us today.
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            Our primary mission is your security.
            

        

    


    Core Competencies

    
        
          Redport Information Assurance LLC is a Service-Disabled Veteran-Owned Small Business (SDVOSB) established in 2010 as an
          information assurance and cyber security solutions provider offering integrated business solutions for all levels of
          government. To effectively thwart information assurance threats, we offer risk analysis and technical administrative services
          to ensure your organization fulfills the legal requirements of due diligence for data protection. The following in-depth
          auditing, mitigation, maintenance, and compliance planning services are provided to solidify your organization’s information
          assurance posture.
          

        

        
             
        

        
            	
                    Zero Trust Software Defined Perimeter (SDP) Solution
                
	
                    NIST 800-171 Compliance Solution Provider
                
	
                    Risk Management
                
	
                    DevOps
                
	
                    Reverse Malware Engineering
                
	
                    Penetration Testing
                
	
                    Operations Security
                
	
                    Cloud Security
                
	
                    Security Control Assessment (SCA)
                
	
                    Incident Response / Disaster Recovery Planning
                
	
                    Memory Forensics
                
	
                    DoD Command Cyber Readiness Inspection (CCRI) / “ECV”
                
	
                    Network and System Certification and Accreditation
                
	
                    Application Security
                
	
                    Forensic Discovery
                
	
                    Phin Security Phishing Testing/Simulation
                


            
        

    



    Differentiators

    
        
          Redport’s specialized services do not include a wide variety of information technology consulting services. We believe that
            our primary mission as well as our vision to exceed customer expectations in information assurance deserves our full
            attention. Redport offers information security services to federal and state governments, the Department of Defense,
            hospitals, financial institutions, corporations, and private businesses. Redport provides both timely and reliable technical
            consultation and administration in establishing and maintaining information assurance technical controls and policies. Redport's information assurance professionals provide proactive information systems defense by ensuring all
            elements of modern-day practices are enabled to provide confidentiality, integrity, authentication, availability and non-
            repudiation.
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                        More: Differentiators

                        

                        
                            
                                Federal regulations have significantly increased the need for such standards and controls as the persistence of
                                cyber criminal activities threaten many organizations. Our knowledgeable, professionally educated, and friendly staff is
                                ready to tackle any challenge. We possess state of the art tools and over two decades of documented experience to perform
                                detailed assessments and mitigation of all vulnerabilities, as well as the capability to create and maintain a secure business
                                operation. We know technology, we know how to secure assets beyond customer expectations, and we always exceed
                                requirements.
                            

                            	VA-Certified Service-Disabled Veteran-Owned Small Business (SDVOSB)

                                    Redport has undergone the U.S. Department of Veterans Affairs stringent certification process to ensure the validity of our SDVOSB status.
                                
	GSA Highly Adaptive Cybersecurity Services (HACS) SINs
	TerraZone truePass Software Defined Perimeter (SDP) Provider

                                    TerraZone’s new truePass platform supports existing VPN solutions, removes the need to re-design the network and access flow, and allows organizations to support all access scenarios for all user types, locations, and applications.
                                
	Developed a NIST 800-171 Self-Assessment Solution for Businesses

                                    OneSevenOne was launched in 2017 by Redport Information Assurance LLC (Redport) with the goal to allow companies the ability to self-assess and self-certify for the NIST Special Publication 800-171 Security Guidelines. 
                                
	Custom Cyber Security / Information Assurance Tool Development

                                    Redport's team of highly skilled developers & programmers have the ability to build customized tools from the ground up to assist you with data extraction, visualization, and analysis that is molded to fit your enterprise, not the other way around.
                                
	Network Autonomous Reporting & Compliance (NARC)

                                    Redport has developed a never-before-seen solution to finding the hard to find holes in your network while remaining completely autonomous from the network. NARC ensures that you receive the maximum ROI from your very expensive security information and event management (SIEM) products.
                                
	Social Engineering Testing and Simulation

                                    Redport provides the Phin Security data-driven social engineering simulation platform.
                                
	Command Cyber Readiness Inspection (CCRI) Audits

                                    Redport pioneered enterprise NSA Platinum Disk implementation and reset the DoD CCRI audit benchmark back eight years for all Navy commands.
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Redport will provide a customized security solution to support your organization's mission.

            
        

    


    
        
          Certifications
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          Membership
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            Company Data

            	DUNS: 966193638
	SAMS UEI: S3VMFSL92216
	NAICS: 541511, 541512, 541513, 541519, 541690
	SIN: 511210
	Cage Code: 694L7
	VA Certified Service-Disabled Veteran-Owned Small Business (SDVOSB)


        

    




        
        
    


    Executive Management





    
    
        President & CEO

    

    
      
      
        
          As President & CEO of Redport Information Assurance, Steve Reinkemeyer brings 25 years of management experience and 13 dedicated years of specialization in Information Security to the team.

        

          
      

        
          Through innovation and resourcefulness, he has lead Redport to be recognized as an industry leader in Information Assurance solutions that exceed customer expectations.
              Steve is a strategic-minded executive experienced in leveraging technology assets for enhancement of products and services.
              He maintains an extensive knowledge base, education and certifications to effectively address information technology challenges, and offers a business management acumen second to none.
          

              Prior to founding Redport Information Assurance, Steve was successful as a Chief Information Security Officer and also served a number of tours as a Chief Information Officer in the U.S. Navy before retiring as a Naval Officer.
              He holds a B.A. in Business Administration from St. Leo University, an M.A. in Management and an M.A. in Human Resources Development from Webster University, and an MS. in Information Management/Information Technology from the Naval Postgraduate School.
              He also maintains over 10 professional information security certifications.

        

      

      

    





    
    
        Chief Financial Officer

    

    
      
      
        
          Gregory Hurley brings 21 years of financial and business development experience to Redport. Greg spent the first 16 years of his career working on Wall Street in various functions including Vice President of Investor Relations for the hedge fund, Okumus Capital.

        

          
        

        
          In Greg’s last role, he worked with small business helping them improve their Return on Investment and Return on Total Labor.
              Greg earned his MBA in Finance (09) and his MBA in Marketing (08) from Northeastern University.
          

              He received his Bachelor of Science in Agricultural Resource Economics (97) from the University of Maryland.
              As the CFO, Greg is responsible for the human resources and financial management of Redport.

           

        

      

      

    





    
    
        Director Cyber Counsel

    

    
      
      
        
          Clay Hollenkamp, Director of Cyber Counsel is charged with providing legal insight into the world of cyber security. 

        

          
        

        
          Before joining Redport he was with Buddy Ford, P.A. in Tampa, Florida where he specialized in commercial contract litigation and bankruptcy.
          

              Clay is a graduate of Stetson University College of Law in Gulfport, Florida.
              He also holds a Master’s degree in Latin American History from the University of South Florida in Tampa and a Bachelor’s degree in History from Florida State University in Tallahassee.
          

        

      

      

    







        

        
            
            
                Redport is well known for their outstanding responsiveness, technical capability, and ability to source and recruit exceptional staff.
            

            
                
                Cyber Security Program Manager, DoE
                
            

            

        

                
        

        
    
        
             Solutions

            
                
                To effectively thwart information assurance threats, we offer risk
                    analysis and technical administrative services to ensure your
                    organization fulfills the legal requirements of due diligence for
                    data protection. 

                 

                The following in-depth auditing, mitigation,
                    maintenance, and compliance planning services are provided to
                    solidify your organization’s information assurance posture.

                 

              

            

            
                
                    	Memory Forensics
	Reverse Malware Engineering
	CCRI: Command Cyber Readiness Inspection
	ECV: Enhanced Compliance Validation
	Remote SOC Services
	Network and System C & A
	FISMA Compliance & Auditing
	DIACAP Compliance & Auditing
	Risk Management Framework (RMF)
	Pen Testing
	Incident Response Planning
	Disaster Recovery Planning
	Operations Security
	Physical Security
	Access Controls
	Ethics & Legal Issues
	PCI-DSS Compliance


                    OneSevenOne NIST 800-171 Self-Assessment

                    	More...


                    Data Recovery Services

                    	More...


                    truePass® Perimeter Access Orchestration

                    	 Perimeter Access Orchestration
	 SDP
	 MFA
	 VPN
	More...


                    Phin Security® Phishing Simulation

                    	More...



                

            

        

        
            & Services 

            
                
                    Redport Information Assurance LLC is a
                        VA Certified Service-Disabled Veteran-Owned Small Business (SDVOSB)
                        established in 2010 as an information assurance and cyber security
                        solutions partner offering integrated business solutions for all
                        levels of government.

                

            


            Contract Vehicles
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                  General Services Administration

                  Website: gsa.gov 

                  Contract: 47QTCA18D001N

                  Contract Catalog: (pdf) 

                

            

            

 
            
              
                [image: MO OEO]
              

              
                Missouri Certified SDVE

                Website: oeo.mo.gov 
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                  DLA JETS

                  Website: www.dla.mil 
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                  SeaPort-e

                  Website: www.seaport.navy.mil 
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                  CHESS Information Technology Enterprise Solutions – 3 Services

                  Website: chess.army.mil/ 
                

            



            NAICS Codes

            	517111  Wired Telecommunications Carriers
	541511  Custom Computer Programming Services
	541512  Computer Systems Design Services
	541513  Computer Facilities Management Services
	541519  Other Computer Related Services
	541690  Other Scientific and Technical Consulting Services



        

    



  
        

        

        
     Experience

    
        
            
                With more than a decade of certified, hands-on, critical
                information systems protection experience, Redport has been challenged
                on more than one occasion by determined adversaries and has never
                failed to meet those challenges.
            

            
From memory and hardware forensics investigations, reverse malware engineering, advanced persistent threats (APT), customized security software engineering, cyber security program management, incident response, FISMA, DIACAP and C&A, policy development and a variety of other information assurance initiatives highlight our collective experience.

        

        
            Past Performance

            

                
                    
                    
                        
                                Federal Agency - CONUS - Server Hardening
                        

                    

                    
                        
                            	
                                    Solutions:
                                    	Applying DISA STIG’s to Avaya Servers
	Provide RMF and ATO Support as Needed
	Deliver Procedures and Provide Control Deployment Report


                                


                        

                    

                


              
                  
                  
                    
                            New York, NY - Security Consulting
                    

                  

                  
                      
                          	
                                Solutions:
                                	Application Penetration Testing
	Verification Testing – Retesting of Identified Vulnerabilities
	Deliver Executive Summaries, Findings and Recommendations, and POA&Ms


                            


                      

                  

              


              
                
                    
                        
                                Washington, D.C. – FISMA Compliance Support
                        

                    

                
                
                  
                    	
                            Solutions:
                            	Provided Federal Information Security Management Act (FISMA) compliance and reporting without compromising quality of service.
	Ensured quality of control of security authorization documentation, reviewed and monitored Plan of Action & Milestones (POA&M), and developed and published necessary procedures to implement the required security policy.
	Implemented an IT Security Review and Assistance Program to aid the Information System Security Officer (ISSO) in authoring security authorization documentation. Coordinated with ISSOs and provided guidance and oversight in identifying and documenting deficiencies and prioritizing them based on missions, risk, and funding.
	Supported Chief Information Security Officer’s (CISO) continuous monitoring initiatives by collecting, compiling, and submitting Information Security Continuous Monitoring (ISCM) and Security Process Metrics (SPM) for FISMA reporting.


                        


                  

                

              


              
                
                    
                    
                            Washington, D.C. – Information Assurance Engineering
                    

                    

                
                
                  
                    	Solutions:
                            	Provided certification and assessment of systems, devices, and applications to meet the current DoD Information Assurance Certification Process (DIACAP) standard.
	Performed Security Test and Evaluation (ST&E) for systems, devices, and applications to include the development of ST&E plans, validation, and monitoring of application development support activities, quality management, and in-field oversight.


                        


                  

                

              


              
                
                    
                    
                            Falls Church, Virginia – Information Assurance Engineering
                    

                    

                
                
                  
                    	
                            Issues:
                            	Certification and Accreditation deadlines


                        
	
                            Solutions:
                            	Provided certification and assessment of systems, devices, and applications to meet the current DoD Information Assurance Certification Process (DIACAP) standard.
	Performed Security Test and Evaluation (ST&E) for systems, devices, and applications to include the development of ST&E plans, validation, and monitoring of application development support activities, quality management, and in-field oversight.


                        


                  

                

              


              
                
                    
                        
                            Washington, D.C. – Transition Management
                        

                    

                
                    
                        	
                               Solutions:
                               	Ensured secure transmission and storage of electronic information, continued development of cyber
                                        security policy and procedures, provided staff cross training, risk management, and internal & external
                                        auditing.
	Supported mission, integrated functions, and tasks by providing personnel and
                                        supervision/management.
	Oversaw personnel knowledgeable in threat detection and advanced analysis, malware analysis,
                                        digital/computer forensics (including networks), and related tools and techniques.


                            


                    

                

            
              

              
                
                    
                    
                            Washington, D.C. – Threat Focused Cyber Operations
                    

                    

                
                
                    
                        	
                                Incident Response & Network Administration

                                

                                	
                                        Solutions:
                                        	Utilized/implemented procedures to handle Type 1 & 2 incidents to include: system compromise/intrusion, website defacement, malicious code, loss, theft, or missing hardware, software, or data, denial of service, availability of critical infrastructure, unauthorized use, information compromise, attempted intrusion, & reconnaissance activities
	Analyzed and identified cause of incidents for containment


                                    


                            
	Reverse Malware Engineering

                                

                                	
                                        Solutions:
                                        	Identified, tracked, named, and categorized specific cyber threats
	Conducted live malware analysis and analyzed flow data
	Conducted mitigation measures, prevention strategies, and incident response
	Collected, aggregated, correlated root causes, prioritized, visualized, and disposed of event alerts received from variety of tools
	Maintained monitoring, a beta community feed sandbox, case-related malware and media analysis tools, and enterprise security systems and toolsets
	Created forensic media reports


                                    
	
                                        Awards:
                                        	Awarded 2 CIO Certificates of Achievements for Intervention in an Advanced Persistent Threat Attack


                                    


                            
	
                                Security Software Engineering (LAMP Stack)
                                	
                                        Solutions:
                                        	Developed and maintained custom federated government task applications, including coding, unit testing, and debugging
	Developed and maintained new and existing software utilizing PHP to develop and maintain native web applications
	Wrote documentation for existing and new applications and systems


                                    
	
                                        Awards:
                                        	Awarded 4 Certificates of Achievements for Intervention in an Advanced Persistent Threat Attack


                                    


                            


                    

                  

                


                
                    
                    
                      
                              Washington, D.C. – Cyber Security Program Management
                      

                    

                    
                        
                            	Solutions:
                                    	Delivered a gap analysis and immediately executed a remediation plan
	Developed a Cyber Security Center of Excellence composed of 27 cross-functional cyber security agents responsible for $3B of information technology
	Directed cyber cross-training across disparate teams to leverage IT disciplines
	Managed FISMA compliance for numerous servers, virtual machines and PCs
	Reduced critical vulnerabilities 20% during first six months with Redport initiatives
	Successfully piloted a continuous monitoring program
	Created comprehensive standardized operating procedures and processes
	Completed comprehensive network certification and accreditation


                                
	Awards:
                                    	Received annual prime contractor team award for superior performance and customer satisfaction
	Received award for certification and accreditation POA&M management


                                


                        

                    

                


                
                    
                    
                      
                            Commercial Retail- CONUS-Security as a Service
                      

                    

                    
                        
                            	24/7 SOC
	Endpoint Detection and Incident Response
	Vulnerability Management
	Offsite Backup
	Penetration Testing


                        

                    

                

            


        

    


        

        
            
            
                Redport is able to quickly identify key position attributes and source experienced candidates that are multidisciplinary and add value to the team efforts.
            

            
                
                Program Manager, Dell
                
            

            

        

        

        
    
        
             Careers

            The cyber security industry offers many challenges as
                well as a rewarding career.

            Professionals who partner with Redport will build their skills and
                learn new technologies in one of our many challenging environments.
                Redport is involved in leading edge solutions and we constantly seek
                enhanced capabilities.

            Redport staff members enjoy a competitive salary and Fortune 100
                benefits on their first day.  See our benefits for further details.
            

        

    

    
        
            Benefits

            	Employee Service Center and MarketPlace
	Payroll Direct Deposit / ePayStub
	529 College Savings Plan Direct Deposit
	Training and Development
	Educational Assistance
	Adoption Assistance
	Commuter Benefits
	Basic Life and Personal Accident Insurance
	Basic Disability Insurance
	Voluntary Group Universal Life Insurance
	Voluntary Personal Accident Insurance
	Employee Assistance Program
	Health Care FSA Plan
	Health Savings Account (HSA) Program
	Medical Benefits
	Dental Benefits
	Vision Benefits


        

        
            Open Positions

            
              
              

              
              
              

                We do not have any vacancies at this time.

                We encourage you to submit your resume for 
                    future considerations to careers@redport-ia.com .
                

            

             

        

    

     


        

        
            
            
                Redport provided multiple potential resolutions to problems with recommendations based on risk vs cost.
            

            
                
                Sr. IT Infrastructure Architect, DoT
                
            

            

        

        

        
     Research


            
        
            
            
                
                
            
        

        
            Information Security Resources

            	SANS Reading Room 
	CSRC NIST 
	US-CERT 
	Carnegie Mellon University CERT 
	Dr. Carmenatty's Security Brain 


        

    
 
        







        

        
            
            
                Redport helped the customer meet their needs and goals through cost effective processes and showed there are better ways to achieve goals than just following what everyone else does.
            

            
                
                Cyber Security Program Manager, DoE
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            Redport Privacy Policy

          

          
            
    
        
            What information do we collect?

            We collect information from you when you subscribe to our 
                newsletter or fill out a form.

            When ordering or registering on our site, as appropriate, you may
                be asked to enter your: name, e-mail address, mailing address or
                phone number. You may, however, visit our site anonymously.


            What do we use your information for?

            Any of the information we collect from you may be used in one of
                the following ways: 

                	To personalize your experience

                    (your information helps us to better respond to your individual needs)
	To improve our website

                    (we continually strive to improve our website offerings based on the
                   information and feedback we receive from you)
	To improve customer service

                    (your information helps us to more effectively respond to your
                    customer service requests and support needs)
	To send periodic emails


            The email address you provide may be used to send you information,
                respond to inquiries, and/or other requests or questions.

            
            How do we protect your information? 

            We implement a variety of security measures to maintain the 
                safety of your personal information when you enter, submit, or
                access your personal information.

            We offer the use of a secure server. All supplied 
                sensitive/credit information is transmitted via Secure Socket 
                Layer (SSL) technology and then encrypted into our Database to
                be only accessed by those authorized with special access rights 
                to our systems, and are required to?keep the information
                confidential.

            After a transaction, your private information (credit cards,
                social security numbers, financials, etc.) will not be stored 
                on our servers.

            
            Do we use cookies? 

            We do not use cookies.

            
            Do we disclose any information to outside parties? 

            We do not sell, trade, or otherwise transfer to outside parties 
                your personally identifiable information. This does not include 
                trusted third parties who assist us in operating our website, 
                conducting our business, or servicing you, so long as those 
                parties agree to keep this information confidential. We may also
                release your information when we believe release is appropriate
                to comply with the law, enforce our site policies, or protect
                ours or others rights, property, or safety. However,
                non-personally identifiable visitor information may be provided
                to other parties for marketing, advertising, or other uses.

            
            California Online Privacy Protection Act Compliance

            Because we value your privacy we have taken the necessary 
                precautions to be in compliance with the California Online 
                Privacy Protection Act. We therefore will not distribute your 
                personal information to outside parties without your consent.

            
            Childrens Online Privacy Protection Act Compliance 

            We are in compliance with the requirements of COPPA (Children's 
                Online Privacy Protection Act), we do not collect any information
                from anyone under 13 years of age. Our website, products and 
                services are all directed to people who are at least 13 years
                old or older.

            
            Online Privacy Policy Only 

            This online privacy policy applies only to information collected 
                through our website and not to information collected offline.

            
            Your Consent 

            By using our site, you consent to our web site privacy policy.

            
            Changes to our Privacy Policy

            If we decide to change our privacy policy, we will post those 
                changes on this page, and/or update the Privacy Policy
                modification date below.

            
            This policy was last modified on 21 December 2011

        

    



        

        

        

        


    


    
        

        

             Contact Us

    
        
            
                Redport Information Assurance

                
                814 W. Diamond Ave.

                            Suite 350

                Gaithersburg, 
                MD 
                20878
            

            Phone: 
                    703.229.6709
                
            

            Email: 
                info@redport-ia.com
            

        

        
            	
            
            
            

                                    
            
            


    Privacy Policy
        

    
    
        ©2024 Redport Information Assurance

    


    
    

    
    

  